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The skill of analyzing packets is the most essential skill required if you are a pentester / ethical hacker,
a network or security administrator, intrusion analyst, forensic analyst, application security tester,
researcher of vulnerabilities, or you deploy or audit firewalls and IDS, or you write custom IDS
signatures. If you already acquired the skill to analyze packets using IPv4, then you surely need to
upgrade your skills for IPv6.
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Frame 2: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Ethernet II, src: vmware_Zb:cl:d4 (00:0c:29:2b:cl:d4), Dst: vmware
Internet Protocol Version 6, Src: a:b:c:d::1 (a:b:c:d::1), Dst: a:
Internet Control Message Protocol vé

Day 1 - The Basics

The course starts with the very basics of computing i.e. the bits and bytes and the binary, hex and
decimal numbers. It is important to understand the OSI and TCP/IP models before diving deep into the
network packets, hence we cover the basics of these layered models. There is no doubt that you
understand IPv4 well but it would be great if you also look at the new IPv6 as well, so we explain the
basic features of IPv6 here.

Topics

Overview of numbering systems (Hex / Binary / .
Decimal) .
Review TCP/IP networks .
Capturing packets from network using tcpdump
Capturing packets from network using Wireshark
Introduction to IPv6

Hands on Exercises

Number conversion exercises
Capture the packets using tcpdump
Capture the packets using Wireshark

Examine protocol layers in captured packets
Create an IPv6 environment
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We go straight into the packets and see the headers of the most vital protocols like
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Day 2 - Protocol Headers

IP/ARP/ICMP/ICMPv6/TCP/UDP

Topics

IP Header (v4 and v6)
ARP Header

ICMP & ICMPv6 Header
UDP / TCP Header
NDP, DNS and more

Application protocols (HTTP/FTP/Telnet)
Creating packets using hping2

Hands on Exercises

packets

Day 3 - Advanced Analysis
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Examine normal IPv4 / IPv6 packets
Analyzing all above protocol headers
Inspecting the Application Layer

Creating malformed packets using hping2
Checking reaction of hosts to malformed

With all the knowledge acquire in 2 days, you now start doing analysis of the traffic you captured by filtering out
unwanted packets and focusing on the interesting packets. You also use the high level statistics to get a view of
the activities in your network

Topics

Capture filters (BPF)
Wireshark display filters

PCAP files—capturing and reading
Splitting and merging capture files
Pattern matching in network traffic
Analysis using Wireshark
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Hands on Exercises
e Using tcpdump filters
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Using Wireshark capture and display filters
Capturing packets with specific strings using

Using Wireshark Statistics Options

Cormment

Seq = O
Seq = O Sck = 1
Seq = 1L Ack = 1
Seq = L Ack = 1

Seq = 1 Ack = 48D

Seq = 1 Ack = 4BED

Seq = 480 Ack = 1381
Seq = 12EL Ack = 480D
Seq = 480 Ack = ITEL
Seq = ZTEL Ack = 480

Seq = 4141 Ack = 480
Seq = 4BE0 fAck = S5ZL

Seq = 5571 Ack = 480




